CVIC Hot Topics list for 2012 Annual Meeting

Topic:

Level requested (Beginner,
Intermediate, Advanced)

Cloud Computing - definition, flavors and expectations.

Is it Safe?

Will FDA reject my data?

What to look for in Validation/change control

How to audit a cloud provider (i.e. What to look for?, What should be in the
SLA and the contract with your provider?)

What to consider when selecting a Cloud solution (public, private, hybrid)?
Horror and Success Stories of usage?

Operational and security expectations?

What are the compliance challenges associated with using a Cloud
environment? (e.g., Will the provider permit client audits?, Will the provider
allow full access to facilities/documentation during client audits?, Does the
provider understand that by accepting Pharmaceutical clients, they may need
to accept FDA inspections (or other regulatory agencies)?, How does the
provider handle baseline configuration control?, How does the provider
handle/document change control, both provider generated changes and client
generated changes?, How does the provider handle system security when the
cloud is supporting many different clients?, Does the provider have
appropriate personnel training records?, What special considerations when
using a cloud provider as archive for GLP records?, With consideration to
the various client/provider cloud arrangements, how will client application
validation and associated validation documentation be handled? How do you
control the time/date stamp in the cloud?)

Data Privacy — how do you control it when the data is in the Cloud? Impact

Basic to Intermediate

Intermediate to

of other countries using the same area? Advanced
Archiving of electronic records Intermediate to
Advanced

Archiving Do’s & Don’ts

What to do with metadata and audit trails?

What do you do with a database archiving (what to do with e-sigs)? Do you
need to maintain a version of the software?

What to do with large files for storage — digital images in pathology, etc.?
What are the risks with the use of file compression?

How do you manage the changes in technology for the long term?

Things to watch for, including interaction with IT-Backup and Disaster
Recovery-Is DR and BCP serviceable as an archive?

Could be a joint topic/session with the Archiving section.

How to meet GLP requirements when one validation spans multiple

Intermediate to




GLP authorities and multiple QAUs

E.g. where developers are in one (or more places), business analysts
somewhere else, project leader somewhere else again, and the testing team is
distributed between different countries, to achieve round-the-clock testing,
how to stay on top of reported problems, fixes, and re-testing, when you
have several different sub-teams going on.

Advanced

Validation expectations beyond the GXPs (Sarbanes-Oxley/SOX,
HIPPA, etc.)

Also suggest looking at this the other direction — (what other things have
come into scope for validation efforts — i.e. using PCI for security on records
or using SAS70 for oversight of data centers. Expectations for CDISC
standards)

Does SAS70 really satisfy FDA expectations? Look at overlapping of the
validation expectations for other areas.

Basic to Intermediate

Impact of the e-source guidance (and other upcoming regulatory
guidance) on computer systems and auditing?

EHR/EDC intersection — compliance in an “uncontrolled” environment,
electronic source considerations, status of direct feeds from EHR to EDC,
applying validation principles, etc. etc.

Could be a joint topic/session with GCP.

Intermediate to
Advanced

Consider putting together a panel discussion on Agile development and
the validation expectations in its use?

Basic to Intermediate

Use of automated tools for software testing and their use in the
regulated environment?

How to and when to use? What are the expectations for validation and
control?

Basic to Intermediate

Sunshine Act & Part -54 compliance

Does using the same eRecords / Systems for both invoke validation? Or
maybe the issue is convergence of different regulatory drivers to overlapping
set of systems — what does Pharma Company do?

Could be a joint topic/session with GCP

Basic to Intermediate

Considerations with use of mobile devices, new technologies in a
regulated environment

— What are the considerations for investigators reviewing ECGs or medical
images on a smartphone; devices which are making diagnostic decisions, etc.

Basic to Intermediate




